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1
Decision/action requested

It is proposed to add the proposed solution to the TR 33.835.
2
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3
Rationale

This contribution provides a security solution for user identity privacy for GBA in 5GC to the TR 33.835.

4
Detailed proposal

***
BEGIN CHANGES
***
6.X
Solution #X: User identity privacy for GBA in 5GC
6.x.1
Introduction

This solution addresses the key issue #5: User privacy.
In GBA in 5GC, IMPI shall be protected using concealling mechanisms.
6.x.2
Solution details

In GBA specification TS 33.220[2], the BSF and the UE protect the permanent user identity IMPI against passive eavesdropping attacks by using a temporary identity. However, this mechanism doesn't protect the first message between BSF and UE, when no TMPI is available and IMPI needs to be sent.

As a reference, 5G security specification TS 33.501[3] addresses this issue by concealling SUPI to SUCI.

In GBA in 5GC, IMPI shall be protected using concealling mechanisms.
6.x.3
Evaluation

Editor’s note: The evaluation of the solution is FFS.
***
END OF CHANGES
***
